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IlonoaHATENbHAS TPOdeccHOHAILHAS nporpaMma
noBLIMeHHs KBaauguKaluu
«BHepenne, ynpapieHHe H MOAACPIKKA BBIYAC/AHTEILHLIX ceTeil B
OpraHM3aNHusIX MaJIOro H CPEHEro Gu3Heca (c y4eToM CTaHAapTa
BopJaackHLIC 10 KOMIETEHIHH «CereBoe B CHCTEMHOE
aIMHHHCTPHPOBAHHE»)»

1. Ileanm peaau3alHu NporpaMmbi

JlonomHUTEIbHAL npodeccHoHanbHas —MporpamMMa  IMOBBIIICHHA KpanHUKALUH
HAIpaBieHa HA COBEPLICHCTBOBAHHE H (unu) HONydeHHE HOBOH KOMICTCHIMH, Heo0X0auMOid
s mpodeccHoHANBHOH ACATENBHOCTH, U (wmm) MOBBILIEHHE npo(ecCHOHAIBHOTO YPOBHA B
paMKax HMerolelics KBaMpUKaluy, ¢ yIeTOM cenuduKanuy CTaHAapTa BOpiacKUc no

KOMIICTCHITUH «CeTeBoe U CHCTCMHOC aJIMUHUCTPHPOBAHHCY.

2. TpeGopanus K pe3yabTaTaM obyuenns. IlnaHupyembie pe3yabTaTb
o0yueHus
2.1. XapakTepHCTHKA HOBOI'0 BHIA npodeccHoHANbHOM JeATeIbHOCTH, TPYAOBBIX
pyuxuuii B (1) ypoBHeii KBajnduKannm

Ne
n/n CojiepKaHHe COBEPIIEHCTBY MOl HIIH BHOBb ¢opmupyemoii KoMIeTEHUHH
1 | AIMHHHCTPHPOBAHHE TPUKIATHOTO IPOrPaMMHOTO ofecreyeH s

AH(QOKOMMYHUKAIMOHHOH ~ CHCTEMBI OpraHM3allid:  YCTAHOBKA  MPUKIA/HOTO
IIPOrPaMMHOTO 00ECTIeYEHH s, OLCHKA KPHTHIHOCTH BO3HMKHOBEHHS MHLUICHTOBR IPH
paGoTe MPUKIAJHOTO [POrPaMMHOr0 obecmeuenns, ONTAMU3AIUS (yHKIHOHMPOBAHHA
TIPEKJIAJIHOTO IPOrPaMMHOT0 00ECTIeUCHH, MHTErpalys MPUAKIAJIHOrO IporpaMMHOro
obecrieueHUs B €OUHYIO CTPYKTYPY MHHOKOMMYHHKAIIMOHHOK CHCTEMBL.

2 | Yopasnenve IpOrpaMMHO-aNnapaTHBMU cpeficTBaMK  MH(GOPMAIIMOHHBIX ciyx06
MHPOKOMMYHHKAIMOHHOH ~ CHCTCMBI OpraHM3alii: YCTAaHOBKA  IEPCOHAIBHBIX
KOMIIBIOTEPOB, MOAKIIOYCHUE nepubepuiiHbIX 4 A00HEHTCKHX YCTpOJ#CTB, YIPaBJICHAC
JOCTYIOM K IPOrpaMMHO-allapaTHEM cpeficTBaM  HMH(QOPMAIMOHHBIX ciyxk0
urhOKOMMYHHEKAIIHOHHOM CHCTEMbl, MOHUTOPHHL cOOBITHIT, BOSHUKAIONIHX B IIpoIEcce
paboTHI uH(HOKOMMYHHUKAIHOHHOH CHCTCMBI.

3 | AIMHHHCTPHUPOBAHHE CHCTEMHOTO IIPOrPaMMHOI0 obecneueHus
FH(QOKOMMYHHMKAIMOHHOM ~ CHCTEMBI OpraHm3alid: YyCTaHOBKa, oOcnyXuBaHue H
HAcTpO#Ka CEPBEPHBIX ONEPALUOHHBIX CHCTEM, TPOTOKOJIMPOBAHHE COOBITHIA,
BO3HMKAIOMEMX B  Tpomecce  paboThI HH(QOKOMMYHHKAIMOHHOH  CHCTEMEL,
BoccTaHoBIEHHE paboTocnocobHOCTH IpOTpaMMHO-AMaPaTHBIX CpEeACTB
¥H(QOKOMMYHHKALIHOHHOH CHCTEMBI /M ee COCTAaBIMIOMHMX MHocie cOoeB, BBOA B
IKCIUTyaTallii0 anmapaTHBIX, nporpaMMHO-aIIapaTHbIX H IPOrpaMMHBIX CPENCTB
HH}OKOMMYHHKALMOHHOH HH(PACTPYKTYpsl ~ COBMECTHO  C TpeACTaBUTENSIMH
[OCTABIIEKOB 000pYLOBaHHUS.

4 | AIMUMHHCTPHPOBAHHE CETEBOM IOJCHCTEMBL anhOKOMMyHHKauHOHHoﬁ CUCTEMBI
OpraHM3alH: HACTPOHKa CETEBBIX 3eMEHTOB HH(POKOMMYHHKAIMOHHOH CHCTEMEL,
KOHTPOJIb ~ HMCIIOJIB30BAHMA  PecypcoB CeTeBBIX YCTPOHCTB ¥  NPOrpaMMHOIO




obecreucHus, yIpaBJICHUE Ge30MacHOCTBI0 CETEBBIX yCTpOMCTB M TIPOrpaMMHOIO
obecreyeHHUH.

TIporpamma paspalGoTana B COOTBETCTBHH c

- crienubuKanyel CTaHAapTOB BOPIACKIILIC [0 xommerenuy «CeTeBoe W CHCTEMHOC
aIMHHHCTPHPOBAHKEY

- mpoeCCHOHATBHBIM CTAHNAPTOM «CHCTeMHBIH AIMHHHCTPATOp MH(OPMAIFOHHO-
KOMMYHHKAIMOHHBIX CHCTCM (YyTBEPIKICH NPHKA3OM Muntpyra Poccun OT 05.10.2015 Ne
684n);

K OCBOEHHIO IIPOTPaMMBI JOTYCKAIOTCS JIHIA, MMEIOIIHAE CpeHee MpodecCHOHANBHOE 1
(wmx) BhICHIEE OOpa3OBAHUE. MeauuuHCKHEe OrpaHH4ICHUs pernamMeHTHPOBAHEL TlepeuneM
MEIUIIHHCKHX mpoTuBONOKA3aHui MUH3Apasa Poccuu.

2.2.Tpe6oBanus K pesyabTaTaM 0CBOEHHS NPOTrPaMMbl

B pesynpraTe OCBOCHUA JOTIONHUTEIBHOM npodecCHOHANBHOM MPOTPaMMBEL Y
caymaTens JO/DKHBL GBITH cdopMHpOBAHEl KOMIETEHIHH, B cooTBeTCTBAH C paszenom 2.1.
IPOrpaMMBL.

B pe3yNbTarTe OCBOEHHS IIpOTpaMMBI CITyLIaTeb JIOJDKEH
3HAMb:

—  CYThb M OCHOBHBIC OTIHMYMA pabOTHI KOPIOPATHBHOM CETH Ha OCHOBC JIOMEHOB H
paboumx rpymni;

_  ocHoBHbIc BosMoxHocTH WindowsServer 72019 ¢ ActiveDirectory Juisi OpraHdsanum
KOPIIOPaTHBHO! CETH;

—  CHHTAKCHC OCHOBHBIX MHCTPYMCHTOB KOMaHIHOH CTPOKH JUISl YIIPaBJICHHA 00BEeKTaMH
AKTHUBHOTO KaTajora,

—  BO3MOMHOCTH CEpBEPHBIX H KIMEHTCKHX OIEPAOHHBIX CHCTEM EnterpriseLinux npu
IOCTPOSHHH KOPIIOPATHBHBIX ceTel;

_  G230Bble IPUHIMNE! GYHKIHOHMPOBAHUA CTEKOB nporokonos TCP/IPv4 u TCP/IPv6;

—  COBpEMEHHbIE MOAXONBl H TEXHOJIOTHH cosjaHMs ¥ YIpaBieHus GoiBIHMH
KOPIIOPATUBHEIMH BHIYHCITATEIEHBIMI CHCTEMaMHU;

_  paszHayeHHME, COCTAB M KaccH(HUKAIMIO ceTell CBS3W HA OCHOBE KOMMYTalliH KaHAJOB,
co0OIeHuii U IaKETOB;

—  TIPHMHIMIBI TIOCTPOSHHUS CHCTEM KOMMYTAI[HH KaHAIOB ¥ NAKCTOB;

_  OCHOBBI TEOPHH TeNeTpaduKa;

—  NpUHIUIE] IOCTPOEHMS KOMMYTHPYCMBIX CHCTEM 3JIEKTPOCBSA3H,

—  npuHIMNG! HGPOBOH KOMMYTAIAH,

—  BO3MOJKHOCTH COBDEMEHHBIX MPOMENKYTOTHBIX yCTpOICTB H peaM3alluy B HHX
ﬂepCﬂeKTHBHBIX METOHOO0B CHUTrHaJli3auvi H CHHXPOHPBaU,HH B KDpHOpaTHBHBIX
BBIUHC/INTENBHBIX CETAX;

yMenb:
—  paspaGarbiBaTh M Pa3BEpTHIBATH KOMILIEKCHYI0 HH(OPMAIMOHHYIO nHGPacTPyKTYPY
TIpeAIPHATHH, BKIIIOYAIOIIYIO paboYme CTAHIWH, CCPBEPEI H ceteBoe 000pyI0BAHNC,
—  pasBepTHIBATh OCHOBHBIC CCPBUCEL pKIOYas CIyXObl KaTajioroB, DE3EPBHOTO
KOMMPOBaHHs, IOYTOBEIE U APYIHC TIPHKJIaIHEIE CEPBUCHL



JCTIOJIB30BATH IIMPOKHit HA0OP ONEPaHOHHBIX CHCTCM cepseproro I10;

3 deKTHBHO OpraHH30BEIBATH 3aIIMIIEHHBIC COSTUHCHUS

B VIHTEpHET U UHBIE CETH;

yCTAaHAB/IMBATh M HACTpaWBaTh YCIPO

MAapIIPyTH3aTOPEl ¥ CPEACTBA 3AIIUTEL uHbOPMALH,

ceteit IpeaNpUATHH, TOCTYI
fictea GecrpoBOAHOM CETH, KOMMYTaTOpRL,

OpraHH30BLIBATE 3aIUTY HHPOPMAIUH OT HeCaHKLMOHMPOBAHHOIO JOCTYIIA;
paspalGarsIBaTh HOKYMEHTAIHIO uH(GOPMAIMOHHON CTPYKTYPhI NPEAIPHATH;

YCTAHABIIMBATE H HACTPAUBATE CETEBEIC CEPBHUCHL HA 6Gaze mporokoios [Pv4 u IPv6;

yCTanaB/IMBaTh, HacTpauBaTb U OANEPKUBATD BUPTYaJIBHBIE CPEMBL;

CHCTEM H CETEH.

3. Copgep:xaHue NporpamMmbl

Kareropus CiyHIaTeNneH:
IPE/INEHCHOHHOTO BO3PACTa, HMEIOIHUE CPEIHEe npode

BhICIIee 00pa3oBaHHUe.
TpymoeMKocTs 06yueHus: 144 axajeMIIecKuX 1aca.

dopma 00yueHHUS: OIHAs.

2.3.VueOHblii 1j1an

quia B Bospacte S0-TH €T H

OCYIIECTB/IATh IIOMCK ¥ YCTpaHEHHe HewcrpaBHOCTeH B paboTe MH(OPMAIHOHHBIX

crapiue, JIMIA

ccHOHaNbHOE obpasoBanne H (WIIH)

HaumMeHoBaHHE MOIyIeH

Bcero,
aK.Jac.

B toMm umcie

®dopma

JIEKIIUK

[PaKT.
3aHATUA

KOHTPOJIS
POMEXYT.

H UTOT.
KOHTPOJIb

2

6 7

Moayns 1. CtanmapTsl
Bopnackuiuic 1
crerupuKanus
cTangapToB Bopiackuiic
10 KOMITETESHIAN
«CeteBoe H CUCTEMHOE
aIMUHUCTPUPOBAHUEY.
Pasnensl crenubuKalig

2 TECT

Monyns 2. TpeGosanus
OXpaHB! TPYAa U TEXHUKH
0e301aCHOCTH

1 TECT

Mozyns 3. COBpEeMEHHEIC
TEXHOJIOTHH B
npodecCHOHATBHOMH chepe

1 TECT

Moznyis 4. YpaBJICHUE
TEXHOJIOTUAMHE
EnterpriseLinux

36

14

20

Monyns 5.YpasieHue
TEXHOJIOTHAMH
MicrosoftWindows

44

18

24




Mogyns 6. YipaBlIcHHES
ceTeBbIMH YCTPOMCTBAMH
Cisco

42

18

22

WUrorosas arrecTanus
(nemoncrpauuoxmmif:
SK3aMEH)

10

10

hiic

WUTOT'O:

144

58

66

20

3.1.

YyefHo-TeMaTHYeCKHH MJIAH

HanMeHOBaHHE MOZLYJIEH

Bcero,
ak.4gac.

B ToM umCIe

JIEKLUA

IpaxT.
3aHATHA

IPOMEKYT.

M MTOT.
KOHTPOJb

@®opMma
KOHTPOJIS

2

6

Monay.ib 1. CranmapThl
BopaackuuIc H
cnenudpuranusa
C¢TAHIAPTOB
Bopaaekuiuic 1o
xommnerennun «Ceresoe
H CHCTEMHO€
AAMHHHCTPHPOBAHHE.
Pasznennbl
coenndpuKanyu

TECT

)

AKTyaIpHOE TEXHHUECKOS
OInucCaHue 110
KOMIIETEHIIUH.
Cneruduxanys
craHgapTa BopiaaCKuIIc
110 KOMIIETEHIIUH

Mopny.ib 2. TpeboBanus
oXpaHbI TPYAAa H
TeXHHKH 0€30ImacHOCTH

TECT

Lol

TpeGoBaHus OXpaHbI
TpyZa ¥ TEXHUKH
0e30macHOCTH

1,5

0,5

22

Crenu¢pu4IHbIe
TpeGOBaHMSs OXPaHb
TpyZa, TEXHHKH
6e30MmacHOCTH
OKpY’KaIOIEH CPE/IBI [0
KOMIIETCHIIHH

1.5

0,5




Monayis 3.
CoBpeMeHHbIE
TEXHOJIOTHH B
npodeccHOHATLHOM

cepe

TECT

3.1

CoBpeMEHHBIC
npodeccroHaIbHEIC
TeXHONOTHH B 001acTH
opraHu3alliy [OCTyna K
o0LIMM pecypcaM.

| B

0,5

3.2

CoBpeMEHHBIE
npodecCHOHATBHEIC
TEXHONOTHH B 00NACTH
OpraHu3alHz
KOpIIOpaTUBHBIX ceTen.

0,5

0,5

MonayJb 4. Yipas/eHue
TEeXHOJIOTHAMH
EnterpriseLinux

36

14

20

4.1

OcuossiDebianaCentOSL
inux.

42

PexxuMEI ¥ JJOTTHPOBAHHUC

4.3

Pomu. TTonmp30BaTen.
KOHTEKCTEL

10

4.4

Anpecanus B Linux

4.5

O6uue ceegenns o Linux
B KOHTEKCTE
6e301aCHOCTH

10

Moayas S.YmnpasJjeHue
TEeXHOJIOTHAAMH
MicrosoftWindows

44

18

24

24

O63o0p cemeticTBa CHUCTEM
WindowsServer 2019.

i

VipapieHue  YYETHBIMH
3aIHCAMHE TOIB30BaTeNei

3.3

VnpapieHHe — YJETHBIMH
jampcaMH  Tpynnm H
KOMITBIOTEPOB

54

Daiinsl it TIAIKH.
VipaBiieHHE AAHHBIMH.

5.5

Paspemenne  MMEH B
WindowsServer 2019.




KongurypupoBanue

5.6 | DHCP-cepBepoB " 6 2 4 -
KJIUEHTOB.
5.7 | Cryx6a RRAS. 6 2 3 1

Monyas 6. Ynpaeaenune
6. | cereBBIMM 42 18 22 2 K/p
yerpoiicrBamu Cisco

6.1 | U3ydeHHE CETH. 6 3 3 "

6.2 Hactpoiixka ceTeBOH
"“ | onepallMOHHOA CUCTEMBL.

6.3 CereBple IPOTOKOJBI H

KOMMYHHKAIIHH. 1% s & 1

6.4 | IP-agpecanud. 6 3 3 .

6.5 | Cosmanue Majoii CETH. 8 4+ 3 1
7. | Arorosasi aTrecTalus 10 - - 10 o
| e | 10 7 = g 10 o

UTOI'O: 144 58 66 20

3.2. VYuyeOHas nporpamMma

Moayas 1. CranmapTsl Bopaackuuic o crenu(UKAEA CTAHAAPTOB Bopaackuiic no
commeTenmuM «CereBoe i CHCTEMHOE AIMHHHCTPHPOBAHHE. Pasgenn] cnenupHKAAR

Moayas 1. CrannapThl Bop/ICKHILIC H Crienu@uKanus cranaapToB BopiacKHLIC
mo KoMieTeHIHH «CeTeBoe H CHCTEMHOC aMMHMCTpUpOBaHHEe». Pa3jebl cnenupHKANUH.

Tema 1. AKTyambHOS TEXHMYECKOE OIMCAHHME IO xomnerernpu. Crenmudukanys
cTaHjgapra BOpHJlCKHJ’IJ’IC 10 KOMIIETEHITHH.

Jlekums.  Vicropusi, ~ COBPEMEHHOE  COCTOAHHE, [IEPCTEKTHBEl  JIBHIKCHHS
WorldSkillsInternational (WSI) 1 Bopnacka/uic Poccusg (Moiobie Tpo)eCCHOHAIBI)

Jlexums. AKTyalibHOE TEXHHYECKOS —OIHMCAHHC xommeTeHmuy, CrenupuKanus
cranzapra BopmIcKuic 1o KOMTIETeHIII«CETEBOE U CHCTEMHOE aIMHUHICTPHPOBARHCY.

Moayas 2. TpeGoBaHus oXpaHbl TPY/a H TeXHUKH 0e30MaCHOCTH.

Tema 2.1.TpeGoBanus OXpaHB! TPY/a ¥ TEXHUKH 6e30nacHOCTH.

Jlexuus. O6ue TpeGOBAHHS OXPAHBI TPY/IA ¥ TEXHHUKM 6e30macHOCTH Ha IPeIPHATHH
B COOTBETCTRHH C A€iCTBYIOIINM TPYAOBEIM 3aKOHOJATENECTBOM PD.

Tema 2.2.Cnenuduunbie TpeGoBaHHA OXpaHBI TPYAd, TEeXHUKH Oe30MacHOCTH H
OKpYKAroLIeH Cpezbl [0 KOMMETCHIMH CeTeBoe M CHCTEMHOE 8IMUHHCTPHPOBAHUE.

Jlexmast. TpeOoBaHKs OXpaHBl TpyHa H TeXHUKH 0e30MacHOCTH IpH pabore 32
KOMIBIOTEpOM. TpeboBaHms OXpaHbl Tpy4a W TEXHHKH GesomacHocTH Ipd  paboTe C
3JIeKTPOYCTaHOBKaMu 10 1000V. IlpaBuna OKa3aHHA nepBoi MeJULHHCKONA TMOMOIIA
IOCTPa/IaBIIHIM.



Monuyas 3. CoBpeMeHHEIE TeXHOJIOrHH B IpodeccHonaIbHO cepe.
Tema 3.1. CoBpeMEHHEIC npohecCHOHAIBHBIC TeXHONOTHH B 0ONAcTH OpraHu3alii
mocTyma K obImmM pecypeaM.
Tlexmus. CoBpeMeHHbE HPO(ecCHOHaNBHBIC TEXHOJOTHH: CIYXOBI KaTaJoros,
KOpHOpaTHBHBIE 00IAUHEIE TEXHOTOTHH, OpraHH3alys AOCTYIa K oOIIMM pecypcam.
Tema 3.2. CoBpeMeHHBIE MpO(eCCHOHATBHEIC TeXHOJOrMM B 00nacTH OpraHu3allii
KOPIOPATHBHBIX CETEH.

Jlexkuus. CoBpeMEHHBIE IIOXOBI K OpraHu3allii KOpIOpaTUBHBIX BLIUHCIIMTEIBHEIX
ceTeit.

Moy ib4. Yrpap/jieHne TeXHOJIOr HAMH EnterpriseLinux
Tema 4.1. OcuossiDebian u CentOS Linux. (exuus 1 [IPAKTHYCCKHE AHATH).
Jlexuuu: Peanmsamus Mojenedl 0e30macHOCTH B OC ma 6ase anpa Linux. ba3osbie
TIPHHLMIB! PAGOTEI CHCTEMBI 6esonacHoctr SELinux.
Tema 4.2. PeskuMbl B TOTTHPOBaHME (JIEKIIMH 1 IPaKTUIECKHE 3aHATHS).
Jlexmmu: Pa6ora cucTeMbl 0e30TMaCHOCTH DebianuCentOS. Crenuduxa mpoBEICHHAA
ayaurta 6€30I1acHOCTH.
MpakTuvecKne 3aHATHL
Tema 4.3. Ponu. TTons3oBarend. KOHTCKCTEL (JIEKIMH B IPAKTHIECKHAE 3aHATHA).
Jlexuuu: Pa6oTa ¢ OCHOBHBIMH MEXaHH3MaMH DebianinCentOS. Cremuduka paboTsl
smeTtox DebianuCentOS, paboTa ¢ KOHTEKCTaMU 6€e30IIacHOCTH.
Tema 4.4. Anpecarus B Linux (JIeKIuy 1 TIPaKTHYECKAE 3AHATHSL).
Jlexruu: Crocobsr 6asoBoit ajmpecalii B Linux. ITpuMepsl HACTPOHKH CETEBBIX
NapaMeTpOB Pa3IMIHBIX OJICHCTEM: CHIIBHBIC I cnabbie CTOPOHEL Pa3IAYHBIX MO/IXO/IOB.
Tema 4.5. OOmue CBEACHHA O Linux B KOHTeKcTe 0e30macHOCTH (mexuuH U
IPaKTHIECKHIE 3QHATHA).
Jlexuun: OCHOBHBIE IPHMEHACMBIC sLinux Texnonoruu 6€30MacHOCTH.
[IpakTHuecKue 3aHATHS.
Pa6ora Nel.
3pakomcrBo ¢ DebianuCentOS. V3yueHue KOMaH]. PaboTa ¢ TMOJBE30BATENAMH,
katajgoramu, aiiamu.
Iens paboThl
e  mepBuuHBNf 3amyck Linux, co3nanue monp30BaTenei ¥ paboTa ¢ HUMI,
¢  IEPBHYHOC 3HAKOMCTBO C DebianuCentOS;
. M3yYeHUEKOMaH/: man, id, 1s, ps, mkdir, touch, cp, mv, rm;
e  CO3/1aHHe, KOMHPOBAHKE, NIEPEMEIICHUC ¢aitnos. IIpocMOTp ¥ CpPaBHCHHUE
KoHTEKCcTa 6e30MacHOCTH.
Pa6ota Ne2.
BKmoquHe\BmKnmquneDebianHCentOS, daitn config, mnepenava [ApaMETPOR
3arpy3Ku
Ilens paboTEI
o BKJTIOYEHHE\BBIKJIFOUCHHC DebianuCentOS
e  -mpuoOpeTeHHME HABLIKOB YHpPaBICHHCM cocrosueM DebianuCentOS B
CHCTEME;
e  paora c (aiinoM config.
PaGoTta Ne3.
Aymar Debian u CentOS. Yrunuts! ayauta Debian 1 CentOS
Llens paboOTHI
® p3y4nTh paboTy ayauTa;
e u3yunTs (aiia KOHPUrypaluH etc/audit/auditd.conf;



@ H3YYUTDH YTHIIHTEL, KOTOPBIC paboTatoT ¢ ayTUTOM.
PaGora Ned.,

Cmena pojeil, IIPHCBOEHHE DONEH TNOJB30BATCILAM, noms3oparenu DebianuCentOS,
CMeHa KOHTEKCTOB
L{enb paboTHI
e  HayuuThCs paboTaTh C MOIB30BATEIAMH Linux, co3aBaTh I0JIb30BaTENeH
DebianuCentOS;
e  HAYUHMTHCH NPHCBAMBATH POJIH MOJIB30BATEIIAM, 8 TAKKS H3MEHATH HX;
e  Hay4HTHCI MEHATH KOHTEKCTHL
Pabora Ne5.
Co6opka MOy IIOJHTHKH
Llens paboThl
e  HAyYHTHCA pa3pabaThIBATH MOJYJIb IIOTHTHKH;
e  U3YYUTH LENb MOJIUTHKH B DebianuCentOS.
PaGota Ne6.
Co3/lanre PacIIUpEHHs MOTHTHKH 0e30TIaCHOCTH
Llenp paboTHI
e  U3yuuTH JOMEHEL, NOHAT LA 9CTO OHH HYKHBI H Hay4dThCd HX
C03/1aBaTh;
e  CO3JaHME PACIIMPEHHs MOTUTHKY 6€30MaCHOCTH.
PaGota Ne7.
IMomuTuka GesomacHoctd MLS. BrimodeHue 1 OTJIAAKE MLS. Coznanue 1OJIL30BATEN
¢ xonkpetHsM MLS /nana3oHoM
Llemns paGoTHI
e  U3YJHTH NOTHTHKY OEe30macHOCTH MLS;
. HaydUTHCS BKIIOYATE MOMTYJIb MLS © npUMEHATH €T0;
e  HAyuYHTHCH CO3/aBaTh nons3oBarenei ¢ MLS nuana3oHOM.

Moays3. YrpasjieHHe TeXHOJAOTHAMM MicrosoftWindows

Tema 5.1. OG30p ceMeHCTBA CHCTEM WindowsServer 2019 (JeKUHH B IPAKTHICCKHC
3aHATHS).

Jlexmum: GUI u Core. Server Manager, KOHCOJIH mmcC. Ponu ¥ JONONHEHHUA.

Tema 5.2. YipapieHue y4eTHEIMH 3anHCAMU nonp3oBarenaeil (JIEKIHH H NPaKTHYCCKUC
3aHATHA).

Jlexiuu: DeMeHTHl YUCTHOH 3alHCH I0/Ib30BaTEIAL. Bust uMen. [TapamMeTp MOJIATHKH
naponeit. IIpodumm. Crocobsl CO3[AHHS YUCTHBIX 3allHCeH nons3oparenelf, rpaduyeckue
ocHAcTKY ¥ 6a30BbIi CKIPUIITHHT B powershell.

Tema 5.3. VipaBnenne YdYeTHBIMH 3alMCAMH TPYHI H KOMIIBIOTEPOB (JICKIMH H
IIPaKTHYECKHE 3aHATHA).

Jlexmuu: Tumsr rpymm. OGmactu neficrus rpymi. MCIons30BaHAE JIOKAIBHBIX,
OKATbHEIX JOMEHHBIX, TNOOAIBHBIX H YHMBEPCANBHBIX IDPYIT B M30JIMPOBAHHOM JIOMEHE H
nece. DIeMEHTHl YIETHOH 3alKCH KOMIBIOTEPA. Crioco6bl yIpaBieHHs YYETHBIMH 3amHCAMH
KOMIIBIOTEPOB.

Tema 5.4. Oaiibl ¥ NANKA. Y IPaBICHHE AaHHBIMI (yTexuyuH U MPaKTAIECKHE 3QHATHA).

Jleximn: FAT32 u NTFS. ACL-005eKTOB. UNC. 3ampeTsl 4 pa3pelleHisl, IPHOPUTETH.
Hacnenosanue paspeieHuit. Ipynmb! ¢ OrpaHudCHHbIM ynesrcTBoM. KBOTEI, (haitIOBBIC IKPAHBL.

Tema 5.5. Paspemenue HUMEH B WindowsServer 2019 (mexuuy H NPAaKTHICCKHC
3aHATHA).

Jlexmum: DNS u NetBIOS. DNS-30H5L. 3amucH pecypeoB. Forwarding u AD. CsoiicTsa
DNS-cepsepa. Mexaausm paGoTeL DNS-K/IHEHTA.



Tema 5.6. KonburypupoBanue DHCP-cepsepoB U KIXEHTOB (mexi|u U OPaKTHICCKHAC
3aHATUS).

Jlexupu: YCTaHOBKA M YIPABJICHHE POIIBIO DHCP. Apropuzanus B JOMCHE. Scope:
JMATa30H, HCKIIOUEHHs, Pe3ePBUPOBAHHE, JOTIOJHUTENBHBIE CBOCTBA. Failover.

Tema 5.7. Cyx6a RRAS(JieKuun ¥ IPakTHICCKUE 3QHATHA).

Jlexuuu: CTaTuyecKkne MapmpyThL RIPv2. MapmpyTHu3aius BEI30BOB 110 TpeOOBAHMIO.
Cepsep yIaleHHOr0O AOCTYyTA. Hactpoiika VPN.

[MpaxTugeckue 3aHATHS.

PaGota Ne8.

TloxroToBka pabouero Mecta. B oToH paGore OyAyT CO3HaHBl JBE BHUPTYaIbHBIC
MalTMHE! oA ynpasieHneM WindowsServer 2019. O6e MAIMHEL GYAYT HaXOXHUTECS B OJHOU
noxcery. Ha ool u3 MauuH GyAyT yCTAHOBJICHBL PO KOHTPOJLICPA JoMeHa contoso.com K
DNS-cepepa. Bropas MammHa OyJ€T c/ienana 1ICHOM JoMeHacontoso.com.

PaGota Ne9.

Cosanue KoHconeit. B aToit paGoTe OyxyT CO3/aHBI, HACTPOCHBI K COXpaHEeHBI KOHCOJIb
MMC, a TaKKe HaCTPOSHa KOHCOJb JUIA yAICHHOTO yIpaB/ICHIA KOMIIBIOTEPOM.

Pa6ota NelO.

Co3aHde M YIpaBlIcHHE 00BEKTaMH rmonb3opareneii. Ha aToit aGoparoprolf pabote
GyayT co3faHEI TPH 00BEKTA oIb30BaTeNeil 1 HM3MEHHUTE HX CBOHCTBA.

PaGoTta Nel 1.

Vopasienne mpoduisMu nomesosateneii. Ha oroit maGopatopHolt paGore OynmyT
CO3MaHBl NepeMeIaeMblil U TIpeaHacTPOCHHBIH nepeMelnaeMblii mpoQuIM TOJB30BATEI, 2
TaKsKe 06g3aTeIbHBIH IPyIIoBOH MPOQHIIb.

PaGota Nel2.

IlpoBepka TOMIMHHOCTH: (€30MacHOCTb M YCTPAHSHHC genonagok. Ha oaro#t
naGopatopHoit paGoTe GyayT HACTPOCHBI MOJIMTHKH 2y[iTa B TIOMEHE, 3aTeM CTeHSPHPOBAHBI
coBaITHs Bxoja. B 3axmouenue 6y/IyT NpOaHATH3MPOBAHEI Pe3yIBTATbI STHX BXOJIOB.

PaGora Nel3.

VnpasieHne YYETHBIMH 3aldCSMH TPy B sroit siaGopaTopHoit pabote OymyT
CO37AHBI TPYINbl, H3MEHEHH HX 00macTd eliCTBUA, M3yYeHBI pasliduHble KOMOMHAIMH
YIEHCTBA U MPUMEHEHA YTUIIATA LDIFDE.

PaGora Nol4.xommsroTepos. Ha aToit naGoparopHo# paboTe OymyT CO3/@HBI Y4ETHBIC
SaITHCH KOMIIBIOTEPOB TIpH TOMoIw Koucoma ActiveDirectory — nonbL308ament U KOMHblomepbl 1
xomansl DSADD.

VopasieHue YIeTHEIMU 3aMHCAMI

PaGora Nel3s.

Vnpapnenue o0IEMH peCypcamMH. Ha sToii naGopaTopHO# paGoTe OyAeT HacTpoeHa
o6mas marnka i m3mener ee ACL. Jlanee GyzeT mpojenaHa pabora ¢ BIaJACHACM 00BEKTaMH
(aitnoBoi CHCTEMBL

Momyas6. YnpasieHHe CETeBbIMH yerpoiicrsamn Cisco

Tema 6.1, Usyuenue ceTH (IEKIHH U TIPAKTHIECKAC 3aHATHA).

Jlexumy: Ha cpasu co Beem MupoM. JIokanbHBIC CETH (LAN), rno6ansase cetd (WAN)
u Vutepret. CeTh KaK mwiaThopma. [JoCTOAHHO MEHSIOILAsCS CeTeBas cpena.

Tema 6.2. Hactpoiika ceTeBoil OMEpAaUOHHOH CHCTCMEI (nexnuy B IPAaKTHYECKHE
3QHATHS).

Jlexuum: Pepaximu CiscolOS. basosas HacTpoiika ycTpoicTs, CxeMbl afpecallit.

Tema 6.3. CeTeBble MPOTOKOJIBI X KOMMYHHKAIHH (JIeKIMH B MPaKTHICCKHE 3aHATHA).

Jlexuu: IlpaBuia KOMMYHHUKAIUH. Cerepbie TIPOTOKONME W craHjaptsl. llepenata
nanHbIX B ceTd. Cnemuduxaiys NpoTOKOIA Ethernet. KoMMyTaTOphl JIOKAJTBHBIX CETEH (LAN).

TTpOTOKOI paspeIleHIs JPECOB (ARP).



Tema 6.4. [P-anpecans (ICKIMH K IPaKTHYECKHE 3QHATHL).

Jlexmum: Ceressie IPv4-anpeca. Cerebie 1Pv6-anpeca. lIpoBepka NOJKIIOYECHUS.
Paznenenune [Pv4-ceTd HA MOACETH. CxeMsl aapecaun, OCOOSHHOCTH IIpOSKTHPOBAHKSA IPv6-
CETH.

Tema 6.5. Co3anue Majoi ceTH (JICKIUH K [IpaKTHYECKHE 3aHATHSA).

Jlexkuuu: I[IpoexkTHpoBaHHME  CETH. BezomacrocTs cetd. OCHOBHBIC pabouue
XapaKTEePUCTUKH CETH. [TpoeKTHPOBAHUE nokanmsHolt cetn (LAN). Kommyrmpyemas Cpeia.
Basopasi HacTpolika KOMMyTaropa. be3omacHoCTh KOMMYTATOpa: YIpPaBJCHHE ¥ BHEIPCHUC.
Hauanpyas YCTAaHOBKAa MapuipyTH3aTopa. Pemrenus MapuipyTH3alyy. [IpHHIAIBE paboTs
MapLIPyTH3aIHH.

[IpaxTryecKue 3aHATHS

PaGota 13.

VeranoBka CiscoPacketTracer. M3yuenue BO3MOJKHOCTEH CpeRy MOJACIMPOBAHUA
noxanpHbIX ceret. [lepechlIKa IIAKETOB MEXKILY yCTpOHCTBaMH.

PaGota 14.

M3yueHWe BO3MOXKHOCTCH  yMpaBICHHUA KOMMYHHKAITHOHHEIM ~ 000PYJI0BAHHAEM.
TloaKMOYeHHE K MapIIPyTH3aTOPy B KOMMYTATOPY IO KOHCOJIH.

PaGora 15.

Paspa6oTka CXeM ajipecallii B CETH. BrIunCICHHE AMANa3oHoB mojceTy. Hasnauenue
CTATHYECKHX aJpecoB uHTephelicaM MapIIpyTH3aTOPa.

Pa6ota 16.

Cratnueckas MapmpyTmsamus. Hacrpofika — CBASHOCTH B CeTHm H3 CTpex
MapIIpyTH3aTOPOB.

Pabora 17.

JluHAMUYeCKas MaplIpyTH3alHs. AxruBanuss npoTokosa RIP Ha HECKONBKHX
MapIIpyTHU3aTopax. Y CTaHOBICHUE OTHOLICHHI! COCECTBA B AMHAMHYECKOH MapIIpy TH3AIHH.

PaGora 18.

Bazopas HacTpoiKa KOMMYTaTopa. VLAN. OfecredeHne 0TKa30yCTORYHBOCTH KaHAa
— nactpoiika Etherchannel.

2.4.KanennapHblil yueOnbiii rpagux (nOpsIiOK 0CBOEHHS Mouy.Jieii)

Ilepuox 00y1eHH HauMeHOBaHHE MOJYJIS
(Henenn)
1 Henens Monyns 1. Cramaaprbl Bopapckuiuic H cnenu$HKaNu

cTapapTos Bopaackmic Mo KOMIETCHIHHU «CereBO€ H
cHCTEMHOE AMAHNCTPHPOBaHHEY. Pasien] cnenHpUKanun
Moayas 2. TpeOopanusi OXpaHEI TpyAa M TEXHHKH

0e30nmacHOCTH
Monyas 3. CoBpemeHHbIE TEXHOJIOTHH B npogeccHoHATBHOH
cepe
2 Henens Monyb 4. Ynpas/jieHHe TEXHOTOTHAMHI EnterpriseLinux
3 "Henend Moayas 5.Ynpasijienne TEXHOJIOTASIMH MicrosoftWindows
4uenend Moays 6. YnpaBieHHe ceTeBbIMHU yerpoiicramu Cisco
5 Hepens JleMOHCTPAIMOHHBIH JK3aMCH

*ToyHbll TOPAJOK pean3aliy MoysIeit (JICITHILINH) 06yueHus onpenenaeTcs B paciuCaHuu
3aHATHH.




4. Opramnauuouno-neuaromqeclme ycJioBHusl peanmaunﬂ l'lpOl"pﬂMMbl

4.1. MarepuajnbHO-TeXHHYECKHE yCAOBUH peaH3alHH NPOrpaMmbl

HanMeHoBaHUE = HaumMeHoBaHue 000pyIOBaHMs,
Bup 3aHaTHH
TIOMELICHHS IPOTPaMMHOT0 00eCTIeUeHUS
I 2 3
AynuTOpHA Jlexuuu KOMIBIOTED, MY/IbTHMEMHAHBIA

IPOEKTOP, IKpaH, N0CKa, GnumIapT

JlaGoparopus, JIabopaTOpHEIE U OGopyoBaHKeE, OCHAIICHHE pabounx

KOMIBIOTEPHBIH KIIace [PaKTUYECKUE 3aHATHA, MECT, HHCTPYMEHTEI H pacX0IHBIC
TECTUPOBAHUE, MaTepuabl — B COOTBETCTBHH €
JeMOHCTpAIHOHHBIHA uH(pPacTPyKTyPHBIM JIHCTOM 11O
JK3aMEH KomIeTeHua Bopiickuiic

4.2. YuebHo-MeTomuueckoe ofecneyeHHe MPOrpaMmel

1.  TexHWYecKas MOKYMEHTAIus IO KOMICTCHIMH «CereBoe M CHCTEMHOC
aIMUHHCTPHPOBAHHEY;

2.  KOHKYpCHble  3afaHus N0  KOMICTCHIMHH «CereBoe H  CHCTEMHOE
aMHUHHCTPHPOBAHUED;

3. s3ajaHHde JEMOHCTPAIMOHHOTO 3K3aMeHa II0 KOMIIETEHIMH II0 KOMIIETCHLHH
«CeTeBoe M CHCTEMHOE aIMHHHCTPHPOBAHUEY,

4. meuaTHHIE pa3JaTOUHBIE MaTEPHAIBI AJIA cnylarenei;

5.  yueGHBIE OCOOUS, H3/[AHHBIC [0 OTACILHEM paszenam IporpamMmsl;

6.  OTpacieBble H APYrve HOPMATHBHEIC TOKYMCHTEL

OcHoBHAas JUTEpaTYpa

1. Babaw A.B. VadopmanuonHas 6e30macHOCTs. J1a0opaTopHBId TIPaKTHKYM:
VyeGroe mocoGre / A.B. babam, E.K. bapatosa, 10 H. Mensauxos. - M.: KeoPyc, 2013. - 136
C.

2. Odom V. OdunuanbHoe  PyKOBOACTBO Cisco 1m0 TOArOTOBKE K
cepTH(UKAIIOHHEIM SK3aMCHAM CCNA ICND2 200-101: MapuipyTi3aius 1 KOMMYyTalua. = M.:
Buissmc, 736 ¢, 2015.

3. Qdom V. OdunmansHoe pyKOBOACTBO Cisco 1o TOArOTOBKE K
cepTr(HUKAIHOHHBIM SK3aMCeHAM CCENT/CCNA ICNDI1 100-101. — M.: Bunesmc, 912 ¢, 2013.

4 MunaccuM. udp. Windows Server 7012 r2. Ilomsoe pykoBOZCTBO (B 2-X
tomax).M.: Bunssmc, 2132 c. 2016.

5. Panek W, MCSA Windows Server 2012 r2. Complete study guide. Sybex, 946 c.
2013.

6. Boiimos H AIMHHHCTPHPOBAHUC RedHatEnterpriseLinux. IMK IIpecc, 1220 c.
2011.

7. Hlanveun B.®. MadopManuoHHAL 6e30MaCHOCTE KOMITBIOTEPHBIX CHUCTEM H CeTeH:
Vuebroe nocodue / B.@. Illanbrus. - M.: U ®OPYM, HALL MH®PA-M, 2013. - 416 c.

JlomoAHHUTe bHAs JTHTEPATYPA



1. Egumosa JLJI. VndopmanmoHHad GesomacHOCTh jeTeil. Poccuiickuit U
3apyOe KHEIH OIBIT: Mounorpadus / JLJI. Ehumosa, C.A. Kouepra. - M.: IOHUTU-TAHA, 2013.
-239c¢.

2. ITapmuixa TJI. VrdopManuoHHAs GesomacuocTh: Yuebmoe mocobme / TJL
Tlaprsixa, U1 Tlonos. - M.: @opym, 2012.-432 c.

3.  Ilempos C.B. TupopManiOHHAs 6esonacHoCTh: YueGuoe nocobue / C.B. Ilerpos,
JLIL Crunbkosa, B.B. Taduep. - M.: APTA, 2012.-296 c.

epuoauuecKkue H3JAHUS
1.  XKypuan «AT undpacTpykTypa 6usneca / ITExpert».
2.  DIeKTpOHHBIH HAayYHBIH XypHAI «Yrpapienne SKOHOMUYECKHMHA CHCTEMAMHM.
3.  Kypuan «/HpOpMaIHOHHEIE CHCTEMEL 1 TEXHOJIOTHM.

HuTepHeT-pecypenl

1. CNews: H3JaHHE O BBICOKHX TEXHOJOIMAX [AmexTporHSIi pecype]. — Pexxum
pocrtymna: http://www.cnews.ru.

2. Intelligententerprise [DnexTpoHHBbII pecype]. —  PexmM  JocTyna:
http://www.iemag.ru.

3.  DnexTpoHHO-OMOIHOTEYHBIE CHCTEMBI (3BC):

3.1. JTans [DnexTpoHHsIH pecype] — JIOCTyI K JaHHBIM: OTKpHITHIN. — PexuM JocTyna:
http://e.lanbook.com/

3.2, YuuBepcuteTckas OuOmMOTEKa omnaiin [DNeKTPOHHBIHA pecype] — Hoctynm K
JQHHBIM: OTKPBITHIH. — PeXHM J0CTyna: http://www.biblioclub.ru/

3.3. ibooks.ru [DmekTpoHHEIH pecype] — JlocTynl K JaHHBIM: OTKDBITBIH. — Pexxum
pocryna: http:/ibooks.rw/

4. Ceresas akajemust Cisco [DmeKTpOHHBIH pecype]. — Pexum jocTyna:
http://netacad.com.

5. OduuuanbHEI caifT onepaTopa MEXIYHAPOJHOT0 HEKOMMEPIECKOTO ABMKCHIA
WorldSkillsInternational - Corosz  «Monozsie npodeccuonansl  (Bopiackuic Poccus)»
(37eKTPOHHBIA pecypc) peXuM J0CTyma: https://worldskills.ru.

6. Enunas cucreMa aKkTyalbHBIX tpeboBanuii BopiIcKuIC (3MeKTPOHHBIH pecypc)
PEXKEM JOCTYIA: https://esat.worldskills.ru.

43. Kaaposble yCJI0BHS peaausanuu NporpaMmel

Kommuectso IIIIC (dmsmdeckux JHI), MPUBJICUCHHBIX I pealH3alid IporpamMMBl
5 gen. U3 Hux:

- CepruduuEpoBaHHBIX JKCICPTOB BopACKHILIC IO COOTBETCTBYIOLIEH KOMIECTEHITHH
2 _yer.

- CepTH(UIHMPOBAHHBIX SKCTIEPTOB-MAaCTEPOB Bopnackuiaic 1o COOTBETCTBYIOMIEH
KOMIIETEHINH 2__ eIl

- DKCIepTOB C IPAaBOM NPOBEICHHS HCMIHOHATA mo craHzapraM BopiCKMILIC IO
COOTBETCTBYIOIICH KOMICTCHIHH 1 wen.

- DKCIEPTOB C IpaBOM OLCHKH JIEMOHCTDAI[MOHHOTO 3K3aMeHa MO CTaHnapTaM
Bopiackwuic __5_ Hel.

Tannste [1TIC, npEBIEYeHHBIX UL pealusaii [IPOrpaMMEI
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Craryc B 3KCIIEPTHOM
coolmmecTBe
Bopnackuiic ¢
yKa3aHHEM KOMIIETCHIIMH

JIOIDKHOCTE,
HAHMEHOBaHUE
OpraHu3anuu

Vnanos Jmutpuii CepreeBud

DKcnepT ¢ IapaBoM
IIpOBEIECHHS
pPErHOHANBEHOTO
yeMIIMOHATa 10
xomnereHnun CeTeBoe U
CHCTEMHOE
aJMHHUCTPHPOBAHHE

IIpenoxasarens [AIIOY
10 IIKUIIK «HUT-
KOJLIIEXKI

WexuH Muxaun MiBaHoBHY

DKCIepT ¢ IPaBOM
OIleHUBAHUS
JIEMOHCTPALLOHHOTO
sK3aMeHa 10
xommerennuu CereBoe U
CHCTEMHOE
aZMUHHACTPUPOBAHHE

IIpenonasarens FAIIOY
1O ITKUIIK «MT-
KOJLICKL

XaputoHOB JIMHTpUI
Hropesna

DxcnepT ¢ IpaBoM
OLICHUBAHHUA
JEMOHCTPALIHOHHOTO
9K3aMeHa I10
xommerennuu CeTeBoe 1
CHCTEMHOE
a,E[MHHHCTpHPOBaHHe

Umxenep TATIOY T10
«ITKAC»

BromkiH Oner
AneKkcanJpoBUY

DKCIEpPT ¢ IPaBOM
OLICHUBaHUSA
JIEMOHCTPALIMOHHOTO
9K3aMEeHa I10
xommnerernuu CeTeBoe U
CHCTEMHOE
aIMHUHHCTPUPOBAHAE

CucTeMHBII
agmunuctpatop AY
«MOILI»

MumuH Anekceit
BramucinaBoBHY

DKCIEpT ¢ IPaBoOM
OlIEHUBAHUS
JEMOHCTPAHOHHOTO
JK3aMeHa IIo
gommereHuuu CeTeBoe H
CHCTEMHOE
aMHHUCTPHPOBAHHUE

[Tpenonasarenb
®BBOYBO «III'TY»




& OneHKa Ka4ecTBA 0CBOEHHS MPOrpaMMEl
Vtoropas aTTecTaLys IPOBOAUTCS B (JopMe AEMOHCTPAIMOHHOTO SK3aMCHa.
J{na UTOTOBOM aTTeCTalluK HCIIONb3yeTCA KoMmIuiekT oneHouHo# moxymenTamuu (KO)
No 1.1 o xommeTteHuH «CeTeBOe ¥ CHCTEMHOE aIMHHACTPUPOBAHIEY.

6. CocTaBHTEJH IPOrpaMMBbI

VitMue AHTOH I'pHroppeBHY, MPENO/ABATCIIb, VPTK um. A.C. TTomosa, CCNA,
CCNAS, LPIC, MOS, cepTU(HUIMPOBAHHBIA IKCIEPT, MEHEIKCP xommerenuu «CeTeBoe H
CHCTEMHOE aIMUHUCTPHPOBAHUEN,

Maxyisirun Erop Wropesmd, IiaBHbIH CTICIUATHCT [POEKTHO-aHATMTUYECKOIO OTICa
Axanemun Bopnackumie Poccus, Coro3 «Morojsle pogeccuonans! (Bopnackuuie Poccus)».

®UO, NomKHOCTh, MeCTO PaboTH], yueHas CTEICHD M 3BAHAC (TIpu HaJIM4HHM), CTAaTyC B
3KCIIEpTHOM coobecTBe Bopnackuiuic.



